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Executive Sponsors
IT Governance Council

Data Governance Council

Data Stewards and Owners
]
L
()]
Data Architects =
Q
(o]0]
©
2o 5 %
@ O S = =C o E
775 N \' =
£
Mission Define Data Data Quality Data Security Metadata %D
Vision Administration and Privacy Management =
Goals Define data Data Profilling Creation Set up Process
Policies architecture Security Scripts Audit reports
Data Cleaning
Measurement Define and Cleansing
Standards project-specific
metadata

requirements

Data Governing Process
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Data Governance Structure

Data Definition
Forum

Data Quality
Forum

Information &
Knowledge Mgmt
Forum

Education &
Communication
Forum

AoG

Information
Steering Group

Agency Internal

Governance Structure

Provid
sri::-o?: Agency R
authority Enterprise
Design
Authority
Proposes
invgstment N
priorities Agency
> Investment
Board
N
Agency
Ensures data EPMO
governance in
projects




Data

Architecture
Data

Data Quality Modelling
& Design

Data
Meta-data Storage
& Operations
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Data
Warehousing
& Business
Intelligence

Data Security

Data
Integration &
Interoperability

Reference
& Master Data

Documents
& Content
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« Charter / framework » Senior leadership » Data stewards
« Principles & values [buy-in]
» Purpose & scope » Data custodians/ caretakers
« Roles & responsibilities + Policy council
» Data users
» Written & published policies + Data steward council(s)
« Data dictionaries
 Communication strategies * Information security

council/program

* Positions/office to
support DG

25
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4.9
2024

Global Data Governance Market Through 2017 to
2024 (in Billion)

CAGR:- 22.6%

2016 2019 2020 2023

Source: Maximize Market Research
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Global Governance, Risk
Management and Compliance (GRC)
Data Classification Market,

By Regions, 2021 to 2028

Global Governance, Risk Management and Compliance (GRC) Data
Classification Market is Expected to Account for USD XX Billion by 2028

DATA BRIDGE MARKET
RESEARCH

2020 2021 2022 2023 2024 2025 2026 2027

B North America M Europe M Asia Pacific ™ South America B Middle East and Africa
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67% 64% 63%

Email Collaboration Portals Messaging Services Local Storage Devices

[SharePoint, Basecamp, etc,) (Siack, Teams, etc.) (US8s, hard drives, stc.)

ot wa— T

, -

¥ Google

: Workspace

’

¥ :

%), DocuSign
EJ £ ' (3

Business Productivity Apps

1Google Workspace, Docusign, etc.)

0 o/

53% 40%
Personal Devices Unauthorized
(computers, smartphones, etc.) Cloud Storage

28
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Increased risks of data 1%
breach and leaks

More difficult to retain,
delete, or archive data

38%

Challenges of maintaining
multiple systems

Cost of maintaining different

systems

Managing permissions . = 33%
effectively

business intelligence

Lack of company control and _— 31%

visibility over company files

Version control issues
O Y 5 T

29
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Identifying and Protecting
=ensitive Data in Files

47 %

Assassing Risks
and Threats

42%

Challenges of Maintaining

- W
Multiple Systems Al

Searching and Collating Existing

p=—— -
Databases for Information 40 %

Maonitoring for
Malicious Behawvior

— = 35%

Incovering Insights Through

e
Business Inlelligenne 3%

File Management

e ———
and Organization 34%

Maonitoring Bandwidth and

-
Identifying the Best Teams I2%
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Supply Chain of Data

Enabling people on
the front lines to find

the right data

Policies and procedures f \ Meeting our

correctly and reliably > XD IED D o

correcthy and reliably Mg \ /
Business Processes

A
T Y Y Ty

Data Processing Activities \ /’
DD > D
*Making

Management Activities

ZErategic Position

Business Value
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Component Typical Questions

Stage and Store = What is your data architecture - specifically where is the data held?
*  Will you have a central repository or data warehouse?
Current State: Plan of Action:
= Data collected in EHR, flows to PHM system; stored on S0L server. o Update SOL server as neededto align with vpdates to EHR and PHM
o Yes, data is aggregated from multiple sources (EHR/PHM). system.
Analysis =  What information is required to performthe analysis?

What skills are required to understand the data?
What actions will result fromthe analysis?
=  What are the criteria forthose actions?

Current State: Plan of Action:
= Meed data from EHR and PHM for analysis. o Data analyst will generate reports from EHR and PHM systems with
o Meed skills in report writing in EHR and PHM systemns. help from EHR application analyst.
o] Analysis will help identify opportunities by site and provider. o Data analyst will prepare a visval analysis of the data.
Privacy »  Arethere any sensitive data elements?

What are the HIPAA compliance requirements?
*  Will this data be shared with third-parties and what risks doesthat create?

Current State: Plan of Action:
[+ Yes, PHI and provider names are sensitive data elements. ©  When cleaning vp data gquality, need to be careful about PHI.
o Meedto ensure PHI protected and have Data Use Agreements for o For measure reporting, be sensitive about provider labels.
sharing with other organizations. ©__ Nosharing of reports cutside org without data use agreements..
Reporting » Dovyouhave aneed toreport your datato others?

= Dovyouneeadtoalterthe data to properly graph/report it?
» Who needs access and how will they get it?

Current State: Plan of Action:
= ¥es, internal reporting to sites and providers; external reporting to o Meedto have data quality reports and measure cutcome reports
UDS5 annually, and health plans quarterly. available in Tableau for all user levels (site, care team, provider).
o Forinternal reports, beginning to uwse Tableau at all levels.
Acrasc = What are the requirements to make the right data available to the right people at the right time?
Current State: Plan of Action:
o Data guality and measure reporting is ideally accessible at time periods = Ensure Tableau report (above) allows userto select time period.
the vser can specify (e.g., daily, weekly, monthly, annual) and should o Ensure appropriate access privileges for all staff.
provide trends on any data or measure reported.
Versioning and =  [If datais regularly updated, what data changes do you need to capture?
Retention *»  How doyou track what version you are using?
» How long doyou keep data? When do you archive it?
Current State: Plan of Action:
@ Any changes made in EHR or PHM system are capturedin a log. o Assess current versioning documentation procedures to ensure
o All reports have awversion in their title. compliance. Update as needed.
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Organization People & Processes

* Set-up Data Governance coundil Roles, Responsibiliies and Controls «
EIewgrdshlp committee Data Ownership -
Working groups

Workflows &

* Multi-tier organization COMMON ProCesses

support: centralized

decentralized or SME outreach -
Federated Collaboration «
Monitor =/ Document

« Actionable ' S S BN ... Business & «
metrics P | Data definitions

= Measure Taxonomies =
Matunty progress Reference Data »

« Make good conduct visible Rules & Policies «

[ ] . e
Issue management Business traceability

39



ool 0010 (I oS> I WL S ) &>
395
095 by Gllg pom e Cupae &5 05 o0 S5 6978 4 plejle So &S (89
O, 1y 6o, Sles g goudS il b aosls
6;}3193 g 00 oduzmw Hlejle SO ooty o pae g a olso LSl =S
3,100 8¢9 (gaudS wlgs b ool 0,5 lad 0
g ools slad 4y YU o oSS aiajls losls S ool (g,lexe 457 234
)l )l Blaal gbiwd) jo ol o Sleiudgrge
3o 0,90 lojle SO leidles bl jo Wrosls o o b dad e pilgd g &l 80

40



0318 (I y08> g 0318 (5 P! ! LI 30

Ll 0ol a5l olezel LB sl sols a4l oy 00 Oyl

DS o bos Gl SOy ol pl Jaas YU e b lacgemo (Jl pl b
RG] ngiio QLo)’ R )‘ uwud Lca)lfswuf Ja.wa.a oo.&Lg)Jéo.? Lgh’bod‘d u‘)—uo
@Lo SleMs| Q—.’.‘ J.olf Lgl.ﬂ)‘.o QJ; )l.: LQ‘):’ )49..0 osld o e ngls");’.u‘ S

41



3 9590 0918 (I 05> (5 9 gl 1 52>
Sl
oals oyolo 1,8 L ws o
ools 43,5 o lastwl
ools &8 o » YL

osls col )‘1 @w

42



Defensive
Data Strategy

e Focused on detecting and
mitigating risk of fraud and
theft
Responds to regulatory
compliance mandates (like
data privacy and financial
reporting laws)

Strategy will identify,
standardize, and govern
authoritative data sources

&

Defensive
VS
Offensive

Offensive
Data Strateqgy

e Focused on gaining insights
about customer needs
Integrates customer and
market data for planning
future business goals
Supports sales and marketing
pipelines, as well as
operational efficiency and

process improvement




HOW TO DEVELOP A DATA
GOVERNANCE STRATEGY

IN 7 EASY STEPS

lden_tif.y'and Prepare and
Prioritize Transform the
Existing Data Metadata

06 07

Identify
Potential
Risks

Constantly
Adapt Your
Data
Governance
Framework
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1L O 6.6 & ¢
OL RE OF URI LD

P http://5stardata.info

OL RE OF URI &85
http://data.. N

L6 8 ¢

OL RE OF

OL RE }

il KEY:
OL: open licence
RE: machine readable
OF: open format
URI: uniform resource identifier
LD: linked data
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New Data Framework

@ Legislation Data Sharing and Release Act (DSR Act)
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Comprehensive Data Sharing

{7
) Elements Consumer 1\11-.,ht- and Release
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Data Consumer Data Sector Data  Sector Data | (Wational Interest
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Public Private
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Data Sharing and release

Data Sharing and Release

Accredited Release Authorities National Data Custodian

+ sectorial hubs of expertise = pperate DSR Act

* curation, de-identification, linking NIDs NDC

+ approve and provide data to trusted

HSETS

» designate NIDs
» accredit ARAs

Data Custodians Public Tsers
Entities currently
collecting, sharing,
integrating and
releasing data on a
BANT basis

. i Trusted Public

INusted Users i

. Users Users

wensitive data 18
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